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SECU RITY DOMAIN PTY LIMITED SECU RITY
POLICY (PU BLIC)

The Security Policy (Public) for Security Domain Pty Limited (SDPL) appears below,
and is published on the Security Domain website at:

www.secdom.com.au

Introdu ction
Security Domain Pty Limited (SDPL) has established a Root Certification Authority
(RCA) and corresponding PKI, within which it operates a number of Certification
Authority (CA) services.

A fundamental concept underpinning the operation of a PKI is trust. Trust must be
realised in each and every aspect of the service operation. Trust is viewed and
defined by the impact of each of the following elements on the whole PKI:

• Physical environment;
• Standards;
• Operations;
• Technology;
• Personnel;
• Legal;
• Audit.

This document contains security policy statements describing the high level security
requirements of the SDPL PKI for each of these areas. The SDPL PKI will operate in
accordance with recognised international PKI standards.

Secu rity Ph ilosoph y
The overarching security philosophy for all CA services is “Prevention, Detection
and Considered Response”. For the purpose of this policy, ‘Considered response’
means such actions as are justified having considered all the circumstances.

This philosophy means that the first aim of a CA service is to:

1. prevent any unauthorised action taking place;
2. detect and record any unauthorised action that has taken place;
3. take such action as may be required given the information available.
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Protection of the SDPL PKI shall be rigorous in application, the “Defence In Depth”
principle will be the prime security criteria for service operation in ensuring that
physical, administrative, logical and legal barriers operate together to protect SDPL
assets.

Ph ysical env ironm ent
CA services are maintained in physically secure environments.

Standards
The security of the overall system is based on:

1. Australian Communication – electronic Security Instruction (ACSI) 33 –
“Security in electronic Information Processing Systems”;

2. Australian Communication – electronic Security Instruction  (ACSI) 37 –
“Australian Government Standards for the Protection of Information
Technology Systems Processing Non-National Security Information at the
Highly Protected Classification”;

3. Supplement to Australian Communication – electronic Security
Instruction ACSI 37 - "Certification Test Procedures for Information
Systems Processing Highly Protected Data";

4. Information Technology Security Evaluation Criteria (ITSEC) E3;

5. Commonwealth Government’s Protective Security Manual;

Operations
SDPL has established a PKI that meets the broad strategic direction of the existing
international standards for the establishment and operation of a PKI.

Subordinate entities to the Root Certification Authority shall:

• conform to all SDPL PKI requirements;

• meet SDPL Policy Approval Authority requirements.

All private keys generated under the SDPL PKI shall be kept secret by their
possessors and owners.

Key and certificate transport mechanisms shall ensure that only:

• lawful owners receive private keys and their associated certificates;

• authorised users receive public keys.

An X.500 directory is provided and maintained to facilitate access to:
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• certificate status;

• public keys.

Planning documentation shall be prepared and maintained to ensure the correct
operation of the service. The minimum documentation set includes:

• Concept of Operations

• Protective Security Risk Review

• System Security Plan

• Contingency & Disaster Recovery Plan

Tech nolog y
The RCA, CAs and RAs within the SDPL PKI shall achieve Certification of
underlying technology elements to the ITSEC E3 level, in accordance with Section 23
of ASCI 33 – Multi Level Networks - Non-National Security Classified Systems.

Personnel
All personnel charged with the operation and management of the SDPL PKI shall be
vetted to ensure their trustworthiness and suitability.

Leg al
The contractual obligations, rights, and duties of each party in the PKI shall be
identified in contract and reflected in Certificate Policy Statements, to ensure that the
operation of the SDPL PKI is supported by a consistent legal infrastructure.

Au dit
All CA services log security related or pertinent events. These logs are reviewed
regularly to identify any attempted or actual security breaches, including misuse of
access privileges.


